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Abstract

This study investigates the level of cybersecurity awareness among young Algerian
entrepreneurs who founded start-ups within university ecosystems. These entrepreneurs are
typically assumed to have a higher knowledge base in this domain due to their academic
background. We examine five key factors influencing cybersecurity: importance, knowledge,
resources, culture, and impact on start-ups. A questionnaire was distributed to 51 young
entrepreneurs across various sectors. Statistical techniques were employed to analyze the results.
The findings show that while student entrepreneurs have some cybersecurity awareness, there is a
considerable knowledge and resource gap. This vulnerability exposes their projects to an
increased risk of cyber-attack. Based on the findings, the study suggests a collaborative strategy.
Universities and socioeconomic partners should share responsibilities for improving
entrepreneurs' cybersecurity skills. This united endeavour will create a safer environment for
start-up development while contributing to worldwide growth.

Keywords: Cybersecurity; Start-up; Awareness; Entrepreneurs; Projects; University.
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Introduction

Cybersecurity is linked to the dimensions of the economy, especially the shift to
the knowledge economy, which has adopted information and communication
technologies as a means of developing the organization through processed and stored data
for use according to specific strategies related to increasing production, controlling costs,
gaining customer satisfaction, securing used machines and means of payment, and other
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goals that can be achieved. It is disrupted due to the risk of electronic attacks. Thus, the
importance of cyber security arises which accompanies the organization's activity in all of
its stages to secure various operations.

Moreover, the rise in cybersecurity incidents has significantly boosted top executives'
engagement and increased the awareness of cybersecurity challenges on a large scale. With
time, cybersecurity has evolved from a problem at the operational level to a constant strategic
concern, involving influential internal (executives, for example) and external (stakeholders)
agencies (Zhang, 2020). When awareness of the significance of cybersecurity results in new
laws, inclusion in curriculum, training courses, and promotional materials for mobile banking
and telecommunications companies, the program is considered sustainable (Changa &
Coppel, 2020). For this, it is advised to raise Internet security awareness by teaching users
about the many cyber threats and vulnerabilities of computers and data, given society's growth
and the changing nature of digital culture (Zhang-Kennedy & Chiasson, 2020).

In this context, recent studies showed a lack of awareness of cybersecurity among
university students (Binti Sirat, Othman, Dauda, & Garba, 2020; Mendoza, Roque
Hernandez, Quezada, & Salazar Hernandez, 2023; Hnaif, Derbas, & Almanasra, 2023; Shun
Xiang & Hasbullah, 2023), Others highlighted the importance of technical aspects, which
exclude the consideration of human factors in cybersecurity. (Jeong, Mihelcic, Oliver, &
Rudolph, 2019; Pollini et al., 2022)

However, this paper focuses on students specifically involved in start-up projects.
These students might have a higher level of cybersecurity awareness due to the inclusion of
workshops on platform/website creation within their university incubator training program.

This paper aims to:

¢ Provide an overview of cybersecurity ideas applicable to organizations. This clarifies
the focus on business concepts.

e Create a preliminary framework for evaluating cybersecurity awareness among start-
ups formed by young entrepreneurs and suggest methods to enhance it.

Literature review
Cybersecurity awareness

Cybersecurity is a science searching how to protect information provided and used by
companies and keep systems safe from threats. Therefore, there are more investments in this
field worldwide through means, tools, and procedures to ensure the protection of the whole. It
has become a strategic element that several organizations give importance to; the increasing
growth of automated media technologies in various sectors makes cybersecurity an utmost
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necessity because it protects data from theft and damage, including sensitive personal data,
financial and intellectual property, and internal information systems.

Menasri (2023) research highlights that cybersecurity was not a significant concern in
the early days of computing due to a lack of information about hacking threats. However, the
advent of hacker culture in the 1980s and 1990s, driven by research and curiosity, revealed
system weaknesses. As technology advanced in the 2000s, digitalization increased the
demand for comprehensive cybersecurity. The risk of sensitive data being kept and
transmitted online became more apparent. High-profile cyber-attacks in the late 2000s and
early 2010s demonstrated the terrible implications of breaches, resulting in a global growth in
cybersecurity awareness.

According to Algerian legislation, cybersecurity includes tools, policies, security
concepts, security mechanisms, guidelines, risk and business management methods, training,
good practices, safeguards and technologies that can be used to protect electronic
communications against any event that would compromise the availability, integrity and
confidentiality of the processing or transmission (Law No. 18-04, 2018).

The Global Cybersecurity Index (GCI), first released in 2015, identifies cybersecurity
growth areas and best practices to strengthen nations' commitment to cybersecurity. The five
pillars listed below serve as the main areas of national cybersecurity pledges according to the
Global Cybersecurity Index:

Figure no.1 The five pillars of cybersecurity

Source: ITU-D. (2023). Cybersecurity Program Global Cybersecurity Index — GCIv5 Reference
Model (Methodology). Retrieved from https://mww.itu.int/en/ITU-
D/Cybersecurity/Documents/GCIv5/513560 2E.pdf

Legal measures: legislative instruments, including law, rules and policies.

Technical measures: Technical institutions and frameworks can be used to measure
technical measures.

Organizational measures: the existence of institutions and strategies coordinating
cybersecurity development at the national level can be utilized to evaluate the effectiveness of
the organizational measures.
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Capacity development: includes the advancement of knowledge and abilities among
the general public, individuals, professionals whose job involves cybersecurity
professionals (1TU-, 2023).

Cooperation measures: enhance dialogue and coordination, enabling the creation of a
more comprehensive cybersecurity field of application.

Generally, cybersecurity aims to secure cyberspace, including digital services, by
protecting data and systems' confidentiality, integrity, and availability. This encompasses
maintaining user privacy, ensuring the legitimacy of electronic actions, and fostering trust
in online applications and transactions. Additionally, cybersecurity aims to establish robust
security policies and procedures for organizations and countries, ultimately promoting
economic growth (Boudaoud, Dahou, & Souag, 2021).

The cybersecurity market is constantly growing, and new trends are emerging yearly.
Additionally, being one of the industries' most rapidly expanding markets, it is predicted to
expand with developing and established nations' rising internet adoption rates. While
writing off cybersecurity as an IT department responsibility was customary, it is
progressively taking centre stage in top-level strategic planning. As corporations and
governments scramble to secure their networks, a booming market has opened for
cybersecurity solutions (Bailetti & Zijdemans, 2014).

Figure no. 2 depicts a significant upward trend in the global cybersecurity market.
From 2017 to 2022, the market value nearly doubled, increasing from USD 138 billion to
USD 232 billion. This rapid growth highlights the growing importance of cybersecurity
solutions in today's digital landscape.

Figure no. 2 Size of the cybersecurity market worldwide from 2017 to 2022
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Source: Moiseienko, T., & Kiva, A. (2021). Cybersecurity Startup Investments.
Cybersecurity Providing in Information and Telecommunication Systems, in Size of the
cybersecurity market worldwide, Statista, 2021.
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Table no. 1- GCI results (2020): Global score and rank Africa region (some first
contraries) (ITU, 2021)

Rank | Country (Global) Score Rank | Country (Africa) Score
1 United States of America 100 1 Mauritius 96.89
2 United Kingdom 99.54 | 2 Tanzania 90.58
2 Saudi Arabia 99.54 |3 Ghana 86.69
3 Estonia 9948 | 4 Nigeria 84.76
4 Korea (Rep. of) 9852 |5 Kenya 81.7

4 Singapore 9852 |6 Benin 80.06
4 Spain 9852 |7 Rwanda 79.95
5 Russian Federation 98.06 |8 South Africa 78.46
5 United Arab Emirates 98.06 |9 Uganda 69.98
5 Malaysia 98.06 | 10 Zambia 68.88
6 Lithuania 97.93 | 11 Cote d'Tvoire 67.82
7 Japan 97.82 | 12 Botswana 53.06
8 Canada** 97.67 | 13 Cameroon 45.63
9 France 97.6 14 Chad 40.44
10 India 97.5 15 Burkina Faso 39.98

Source: ITU. (2021). Global Cybersecurity Index 2020. Geneva. Retrieved from

https://www.itu.int/epublications/publication/D-STR-GCI.01-2021-HTM-E

The table shows the Global Cybersecurity Index scores for different countries. The
United States of America gets the highest global score (100), while 97.5 is the lowest
recorded globally. Mauritius has the most incredible score in Africa (96.89), while
Burkina Faso has the lowest score (39.98). It demonstrates a huge discrepancy in the
cybersecurity preparedness of leading countries and African nations.

Algeria ranked 104 with a score of 33.95, indicating the need to make efforts in
this area with the rational transformation to the use of electronic services.

In this context, (Law No. 09-04, 2009) aims to set rules to prevent and combat problems
related to information and communication technologies. This including:

e Information system: any separate system or group of interconnected or systems.
One or more of them involves automated processing of data to implement a
specific program.

e Informational data: Any process of presenting facts, information, or concepts in a
form ready for processing within an information system, including computer
programs. A proportion that would make an information system perform its
function.
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Data related to the movement of the system: any data related to communication
through an information system produced by this. The latter is considered a part of
a communications cycle, explaining the source of the communication, the
destination to which it is sent, the route it takes, the time, date, volume, duration
of the communication, and the type of service.

Cybersecurity's challenges awareness:

In information security, awareness refers to the user's ability to recognize or

prevent behaviours that jeopardize cyber security. Users' awareness is critical to
sensitizing them to associated issues and empowering them to gain adequate knowledge
about what related systems are doing and sharing (Liu, Nikitas, & Parkinson, 2020).

Over the past few decades, practitioners and researchers have created a wide range

of multimedia teaching tools aimed at non-expert end users to close the knowledge gap in
cybersecurity and raise awareness (Zhang-Kennedy & Chiasson, 2020).

Research suggests that successful cybersecurity awareness campaigns hinge on

several key factors (Changa & Coppel, 2020):

Professional Development: Campaigns should be well-planned and organized for
maximum impact.

Focus on Positive Reinforcement: Fear-based tactics are ineffective.

Engaging Education: More than simply providing information is required.
Training should be targeted and actionable, and users should be provided with
clear steps. Feedback is also crucial.

Ongoing Support: Once users are receptive to change, continuing training and
feedback are essential to maintain engagement.
Cultural Sensitivity: Campaigns should be tailored to different cultural contexts
and user characteristics.

Sereir El Hirtsi (2023) highlighted some challenges to increase awareness of

cybersecurity in Algeria:

Protecting businesses: Providing cybersecurity resources and protection for small
and medium enterprises (SMES).

Boosting investment: Encouraging investment in cybersecurity solutions to
strengthen national defences.

Developing a skilled workforce: Investing in education and training to create a
pool of qualified cybersecurity professionals.

Fostering innovation: Establishing business incubators to support cyber-focused
companies and opening university programs in cybersecurity.
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Cybersecurity start-up

Entrepreneurship has grown significantly as organizations have been compelled to
change their strategies to keep competitive and expand beyond the traditional business
management model in order to contribute to supporting the economy (Saoud & Meddahi,
2023). In today's digital age, understanding entrepreneurship requires a multifaceted
approach (Taylor-Wesselink & Teulon, 2022). The new task has been implementing a
business plan to produce new ideas, limit costs, and decrease risks (Orero-Blat, Palacios-
Marqués, & Garzon, 2021). This environment of digitalization is creating new ways of
exchanging information and altogether new approaches to innovation processes, both
within organizations and at the interface with universities or end customers (Schroth &
HauBermann, 2018).

As a result of this modern business, start-ups appeared to help countries achieve
long-term success. This is due to their potential to create jobs and contribute to national
economy.

The start-up landscape is thriving due to mounting economic pressures and the
rapid advancement of technology. However, concerns remain regarding the reliability of
established and emerging technologies, especially in light of the increasing frequency of
cybersecurity breaches. Consequently, start-ups are aggressively investing in the
cybersecurity of their new and current digital assets (Nelson & Madnick, 2017; Norval,
Janssen, & Singh, 2021).

An extensive review of 24 research articles published between 2011 and 2022
found no single framework comprehensively assessing cybersecurity maturity in tech
start-ups. While some frameworks share similarities in maturity levels, a gap exists for a
unified approach (Marican, Abd Razak, Selamat, & Othman, 2023).

This is why it is essential to consider the security aspects of information security
and the compliance dimensions of governance to ensure the application of appropriate
policies and procedures with continuous improvement ( Jayalath & Premaratne, 2021).

Ozkan & Spruit (2023) discuss start-ups that cannot defend their company against
cyber-attacks because they need more financial resources to invest in cyber security.
Pratomo (2023) highlights that adequate cybersecurity measures must be put in place by
organizations which use digital platforms for financial transactions and information
storage. For this reason, instead of focusing their efforts on major corporations, hackers
are instead targeting start-ups and other smaller organizations (Marican, Othman,
Selamat, & Abd Razak, 2023).

93



Figure 3 depicts the way the vulnerability-threat-control paradigm helps us assess
cybersecurity risk. Assets have weaknesses (vulnerabilities) that attackers (threats) can
exploit, causing harm. By measuring these vulnerabilities (cybersecurity metrics), we can
understand the risk to an asset. The higher the metric, the greater the risk of a threat
exploiting the vulnerability. To address this risk, SME owners can implement controls
(countermeasures) to mitigate it.

Figure no. 3 View on cyber-systems to fit a threat-based cybersecurity risk assessment
approach for SMEs- Start-ups
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Source: Haastrechtet al. (2021). A Threat-Based Cybersecurity Risk Assessment Approach
Addressing SME Needs. Proceedings of the 16th International Conference on Availability,
Reliability and Security, p: 3. doi:https://doi.org/10.1145/3465481.3469199

Education cybersecurity

Given the importance of cyber security, universities, training centres, and even
companies are prioritising it in their training programs.

Changa & Coppel (2020) discuss the importance of security education, which must
be focused, possible, actionable, and providing feedback. Guo & Tinmaz (2023) showed
that teaching cybersecurity in colleges can significantly benefit students. This education
equips them with safe online habits and helps them understand the risks of neglecting
cybersecurity. The study highlights the need for targeted programs to address students'
weaknesses, further enhancing their online safety. More work has to be done to educate
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the public, especially students, about cybersecurity and responsible internet usage
(Ahamed et al., 2024).

According to a study by Moallem (2019), college students need to be aware of how
to protect their data, even if they think that they are watched when they use the Internet
and that their data is not safe even on university servers. Furthermore, academic
institutions are not actively working to raise college students' awareness of these
problems and teach them how to defend themselves against possible cyber-attacks. This
approach makes universities responsible even though organizations also create a space for
collaboration in training.

Research Methodology

In Algeria, every university has incubators to help with start-up development. The
university's incubator intends to boost student innovation by increasing the number of
patents registered annually.

A graduation thesis project with a start-up focus combines university degree
requirements with entrepreneurship training. This approach aims to cultivate students'
entrepreneurial skills and create innovative businesses based on technology and problem-
solving (Brachouche, Moussa, & Belgoum, 2024). Students develop a business model,
marketing strategy, and financial plan, culminating in a pitch to a jury for funding and
potential incubation. Figure 4 shows the process of creating a start-up at an Algerian
University.

Figure no. 4 Stages of registering a start-up idea at the university
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Source: Belgoum, F., & Benessalah, N. (2023). Start-up and patent degrees’ initiative in
Algeria: supporting business innovation and creation among university students. Entrepreneurship,
11(1), 21-30. doi:https://doi.org/10.37708/ep.swu.v11il.2
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Sample and data

We chose current graduate (license and master) students known as generation (Z)
students, according to Mendoza, Roque Hernandez, Quezada, & Salazar Hernandez
(2023), who are digital natives; they grew up in a technical environment. We distributed
51 questionnaires to a sample of 150 projects registered at the university. Of these
projects, 34% were assessed as ready on a managerial and technical level. The
distribution by sector and number of employees is shown in the graphs below.

Figure 5. Startup Distribution by Fig_ure_6. E_mployee
Business Sector Distribution (%)
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Source: compiled by the authors

Measurement

A structured questionnaire will be administered to comprehend the interaction
between factors influencing cybersecurity awareness thoroughly. This questionnaire will
gather data on several crucial factors: The importance of Cybersecurity, Cybersecurity
Knowledge, Cybersecurity Resources, Cybersecurity Culture and the Impact of
Cybersecurity.

Each element will be measured using a five-point Likert scale to assess
participants' responses. The Likert scale typically runs from "Strongly Disagree" (1) to
"Strongly Agree" (5).

Based on their total questionnaire score, start-ups can be classified into various

categories of cybersecurity preparedness. Those with low scores are thought to have weak
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defences and are highly vulnerable to attacks. Start-ups with high scores are believed to
have solid defences and are significantly better protected.

Results and Discussion
Results

To analyze the responses from our sample, we employed a multi-step approach.
First, we assessed the reliability of our data using reliability tests. This ensures that the
data is consistent and can be trusted. Next, we calculated the means for each variable to
estimate the respondents’ overall level of cybersecurity awareness.

Following this, we conducted an Analysis of Variance (ANOVA) to identify any
statistically significant differences in cybersecurity awareness levels across start-up
sectors or study factors. Finally, we calculated correlation coefficients to explore the
relationships between various variables and cybersecurity awareness.

Table no. 2 - Reliability Statistics

Factors Cronbach's Alpha N of Items
Importance of Cybersecurity 0.779 3
Cybersecurity Knowledge 0.889 3
Cybersecurity Resources 0.879 3
Cybersecurity Culture 0.885 3
Impact of Cybersecurity 0.891 3

Source: compiled by the authors (SPSS25)

The Cronbach's Alpha reliability statistic measures a scale's internal consistency.
The table above shows that a number between 0.779 and 0.891 indicates high reliability,
which means that the scale's components consistently measure the same underlying

concept.
Table no. 3 - Descriptive Statistics

Factors N Mean Std. Deviation
Importance of Cybersecurity 51 3,2745 1,19388
Cybersecurity Knowledge 51 2,5294 1,13759
Cybersecurity Resources 51 2,8889 ,96762
Cybersecurity Culture 51 3,7778 1,06805
Impact of Cybersecurity 51 4,0131 1,16802

Source: compiled by the authors (SPSS25)
Analysis of Cybersecurity Knowledge and Resources:

The findings indicate a gap in knowledge regarding cybersecurity among student
entrepreneurs. This translates to a lack of necessary information to protect their start-ups,
including measures, such as:
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o Implementing effective cybersecurity measures.
e Training employees on good cybersecurity practices.
o Identifying and mitigating cyber-attack risks.

The average score (2.88) for resource access suggests that students need more tools
and support to implement robust cybersecurity practices. This could include limitations
in:

o Affording effective cybersecurity solutions.
e Finding qualified cybersecurity experts for assistance.
e Positive Indicators.

Despite the knowledge and resource gaps, the high score (3.27) for the perceived
importance of cybersecurity reflects a positive understanding. Students recognize the
need for:

e Prioritizing cybersecurity for their start-ups.
e Implementing relevant security measures.
e Mitigating cyber risks.

The high score (3.77) for cybersecurity culture suggests that students value

information security and incident response. This indicates an awareness of:

e The importance of protecting sensitive business information.

e The need to report and address cybersecurity incidents proactively.

e The positive Impact of Cybersecurity.
The satisfactory score (4.01) for the impact of cybersecurity highlights its perceived
benefits for start-ups. Students acknowledge the positive influence on:

e Building a solid reputation.

e Gaining customer trust.

¢ Minimizing financial losses due to cyber-attacks.

Analysis of Variance (ANOVA) was used to compare the means of cybersecurity
awareness levels among businesses across five categories: legal tech, online business,
waste recycling, fin-tech, and agricultural start-ups.

Table no. 3- Analysis of Variance ANOVA

Sum of Mean

Squares df Square F Sig.
Importance | Between Groups 49,851 10 4985 9,311 ,000
of Within Groups 21,417 40 ,535
Cybersecurit | Total 71,268 50
y
Cybersecurit | Between Groups 43,058 10 4,306 7,956 ,000
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y Within Groups 21,648 40 541
Knowledge | Total 64,706 50
Cybersecurit | Between Groups 32,703 10 3,270 9,270 ,000
y Resources | Within Groups 14,112 40 ,353

Total 46,815 50
Cybersecurit | Between Groups 49,248 10 4,925 25,289 ,000
y Culture Within Groups 7,790 40 ,195

Total 57,037 50
Impact of Between Groups 60,825 10 6,082 32,928 ,000
Cybersecurit | Within Groups 7,389 40 ,185
y Total 68,214 50

Source: compiled by the authors(SPSS25)

The results revealed a statistically significant difference (p < 0.05). A post-hoc
analysis using Least Significant Difference (LSD) identified higher levels of
cybersecurity awareness in legal tech, online businesses, waste recycling, and fin-tech
businesses. Conversely, agricultural start-ups needed to exhibit higher levels of
awareness. This may be attributed to a greater focus on product development without
prioritizing project security.

Table no. 4 - Correlation

Importance
of Cybersecurity Cybersecurity | Cybersecurity
Cybersecurity  Knowledge Resources Culture
£ 3| pearson 777 351" 534" 909"
2 g
@ S| Correlation
=]
S | Sig. (2-tailed) ,000 ,012 ,000 ,000
Rl
N 51 51 51 51

Source: compiled by the authors(SPSS25)
Note*. Correlation is significant at the 0.05 level (2-tailed).

The correlation analysis indicates a positive relationship between cybersecurity
factors and cybersecurity impact. This suggests that businesses with more robust
cybersecurity measures experience a more positive impact from those measures. It
highlights the importance of prioritizing security within businesses.

However, the analysis also suggests that cybersecurity knowledge and resources can be
improved. More efforts are needed to enhance these dimensions and ensure a robust
cybersecurity posture.
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Discussion

Our study highlights a critical discrepancy between students' awareness of
cybersecurity's importance and the knowledge and resources they possess to implement it
effectively in their projects. While students demonstrate a positive understanding of the
need for a strong cybersecurity culture, they need more practical skills and tools to
translate this awareness into action.

To bridge this gap and equip students with the necessary cybersecurity skillset, we
recommend incorporating security awareness training directly into their academic
programs. Cybersecurity experts should deliver this training through engaging workshops
complemented by ongoing support as students develop their projects.

A comprehensive plan is required to build a strong cybersecurity culture, which
involves educating individuals about internet threats, providing frequent training on
cybersecurity best practices, and encouraging cooperation and open communication
(Selvan & Fonceca, 2023). As cybersecurity is a rapidly expanding sector of the
employment market, and the cybersecurity skills shortage is a global concern, a new
method is required to develop the cybersecurity labour force (Da Veiga et al., 2021).

Nobles (2019) analyzes the role of human knowledge. Failure to appreciate the
importance of human factors in the field of cybersecurity threatens the existence of
institutions, as cybersecurity operations have expanded and become more ambiguous
from a technological standpoint, which leads to an increase in the chances of human
errors.

While initiatives like the university's recently introduced platform creation training
are commendable, they must comprehensively address the broader cybersecurity
challenges start-ups face. A more robust approach is required, encompassing platform
security and integrating the latest information security techniques throughout every stage
of the business development process.

Conclusion

Modern technology has become more prevalent, resulting in a new virtual world
alongside the physical one. This "cyberspace™ arose from the digital revolution, resulting
in an information flood. The ease of accessing information through several
communication platforms is unprecedented (Albada & Eleyan, 2024).

Our study revealed a positive cybersecurity awareness among student start-up
projects. Students demonstrated a clear understanding of the importance of cybersecurity
and a culture of developing information security practices. However, there is a critical
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need to enhance students' cybersecurity knowledge and provide them with technical and
human resources.

This gap highlights the importance of initiatives to train and develop the next
generation of cybersecurity professionals, as discussed by (Ng & Kwok, 2017; Belgoum,
Entrepreneurship Education in Algeria: Between the perspectives of the University and
the Accompanying Partners, 2020). Additionally, implementing the 1SO/IEC 27001
information security framework, as endorsed by (ISO/IEC, 2022), can strengthen student
start-ups' cybersecurity posture. This globally recognized standard promotes proactive
risk management, protects critical assets, and ensures data confidentiality, integrity, and
availability.

Universities worldwide recognize the value of equipping students with
entrepreneurial training to launch their businesses (Shenkoya, Hwang, & Sung, 2023).
However, the responsibility for fostering cybersecurity awareness among student
entrepreneurs extends beyond universities. A collaborative strategy involving
governmental bodies, training centres and private firms is crucial for achieving this goal.
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